Gen

1. Introduction

This Policy sets out the
registered in <<insert co
registration number>>,
Company”) regarding the
and systems (collectively,
and principles that must
contractors, or other pa
Generative Al.

2. Scope
2.1 The terms “artificial

of UK law that gene
a) Al is defing

(Notifiable A

2021 as “teq

or software
interpret da
cognitive
decisions;

b) Generative

can be broa
audio, vided

users. This
data combi
which under|

2.2 Generative Al is ng
including intellectua
Other issues arisin(

accuracy, bias, mis
2.3 The Company is co

but also to ensuring
risks stated above
contractors, or othdg

due diligence at all

2.4  The Company beli
potential to be of gr,

This Policy aims to

also minimising the
outcomes, unethicy

and the misuse (un

2.5 The following sta
developing and i
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Company name>>, a company
nder number <<insert company
is at <<insert address>> (“the
| intelligence (“Al”) models, tools,
e rules, regulations, procedures,
ompany, its employees, agents,
of the Company, when using

e not currently defined in the areas
enerative Al.

urity and Investment Act 2021
of Qualifying Entities) Regulations
pgramming or training of a device
ents through the use of data; (ii)
essing designed to approximate
commendations,

specific objective”.

predictions or

definition at present; however, it
bf Al which creates text, images,
in response to prompts input by
use of large amounts of training
and semi-supervised algorithms

in the UK, but other legal areas
protection law intersect with it.
erative Al include risks relating to
n, and discrimination.

tter and spirit of the relevant laws,
Sed in a way which minimises the
be used by employees, agents,
alf of the Company with care and
with this Policy.

e use of Generative Al has the
y and its [clients] OR [customers].
Al is used to its full potential while
or unintentional misuse, unlawful
bias, inaccuracy, IP infringement,
rsonal data.

dministering this Policy and for
ble related policies, procedures,
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and/or guidelines:

2.5.1 [Data Prote
<<insert co

2.5.2 [IT Manags
details>>;]

2.5.3 [Legal Depa
<<insert co

2.5.4 [HR Manag
details>>;]

255 [<<add addi

26 Al <<insert appl
supervisors etc.>>
contractors, or oth
comply with this Po
processes, controls
compliance.

Ame of data protection officer>>,

T manager>>, <<insert contact

ame of Legal department head>>,

R manager>>, <<insert contact

]

managers, department heads,
uring that all employees, agents,
behalf of the Company (‘users”)
e, must implement such practices,
Sonably necessary to ensure such

2.7  Any questions rel
principles, or best [
listed above in Part

the applicable laws, regulations,
d to the appropriate staff member

3. Principles of Generative

3.1 The following gene
Generative Al:

bpt in mind at all times when using

a) Responsibili
for their use

b) Lawfulness:
applicable [
further set
property la
Rights)).

c) Confidential
manner whig
data, as fu
(Confidentia

d) Impartiality:
which there
and mitigatg
and Mitigati

Al tools are ultimately responsible
rated by such tools.

ways be used in compliance with
mited to, data protection law (as
Data Protection)) and intellectual
bw in Part 9 (Intellectual Property

ive Al must always be used in a
S the confidentiality and privacy of
Parts 6 (Data Protection) and 7

being used to generate outputs in
pte steps must be taken to identify
t out below in Part 10 (Identifying

e) Clarity and
should be g
[customers]
(Transparen

ation and output of Generative Al
e by users and by [clients] OR
s further set out below in Part 12

4. Evaluation & Approval of d Approved Tools

4.1 The following Geng
Company:

ently approved for use within the
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Name and Version

ose Restrictions (if Applicable)

<<insert name and

<<insert user and/or use

description>> o
P restrictions>>

<<add more as req

as required>> <<add more as required>>

4.2

4.3

4.4

out in the table in Part 4.1, any other applicable
cy, and compliance with this Policy during use,
herein may be used without further evaluation or

apprd
In thg 5 restricted from using a particular Generative Al
tool Part 4.1 wishes to use that tool, the user must
first | pining, as set out in Part 13.1] AND/OR [obtain
the t name and/or position or department>>].

Whe t wishes to use a new Generative Al tool [or a
new hs already been evaluated and approved], [the
user [<<insert name(s) and/or position(s) or
depa aluate the following aspects of that Generative

Se:

Item

Criteria

Terms of use / term

<<insert evaluation and assessment
criteria>>

Privacy policy

<<insert  evaluation and assessment
criteria>>

Security

<<insert  evaluation and assessment
criteria>>

Intellectual propert

of output

D | <<insert  evaluation and assessment
criteria>>

Training data, if
personal data, and
included in the data

' | <<insert  evaluation and assessment
criteria>>

Compliance with ap

<<insert evaluation and assessment
criteria>>

<<insert additional i

<<insert evaluation and assessment
criteria>>

4.5

4.6
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, new Generative Al tools should be added to the
with any usage restrictions applying to the

Gend ular users.

Gend d in Part 4.1 and not evaluated and approved
unde b used for Company-related activities, on any
Com y-issued devices, or in conjunction with any
soft pany.



5. Appropriatd enerative Al Tools

roved for use by users within, for, or on behalf of

Al Name and Vers Use(s) and Applicable Restrictions

detailed description of the approved uses of this

<<insert name and Al (provide more detail than in Part 4.1)>>

<<add more as req b as required>>

5.2 out in the tables in Parts 4.1 and 5.1, any other
in this Policy, and compliance with this Policy
| tools and approved use(s) listed above do not

5.3 wishes to use Generative Al for a new purpose,

OR [<<insert name(s) and/or position(s) or
bvaluate the following aspects of the proposed
) it and proceeding:

ltem Criteria

<<insert evaluation and assessment

Terms of use / term o
criteria>>

<<insert  evaluation and assessment

Privacy policy criteria>>

<<insert evaluation and assessment

Security criteria>>

D | <<insert  evaluation and assessment
criteria>>

Intellectual propert
of output

Training data, if
personal data, ang
included in the data

' | <<insert evaluation and assessment
criteria>>

<<insert  evaluation and assessment

Compliance with ap o
P criteria>>

<<insert evaluation and assessment

<<insert additional i o
criteria>>

54 .3, new purposes should be added to the list
scribed in detail, including any limitations or

purpose itself or to particular users.

5.5 and not evaluated and approved under Part 5.3
Company-related activities, on any Company-

devices, or in conjunction with any software

5.6 sers should ensure that they read, understand,
(also known as terms and conditions), privacy

documentation relating to that Generative Al.

5.7 sers should be mindful of the data on which the
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bd and what that data is being used to produce.
paid to the ownership of intellectual property
) data, any confidential or proprietary information
whic training data, and any personal data which may
[ ata. Users should also consider any biases or
erent in the training data, including how up to
further information on these issues, please refer
olicy:

);

perty Rights);
H Mitigating Bias in Outputs); and
racy of Outputs).

5.8 but in Part 5.7, users should ensure that they are
ith any other applicable laws, regulations, best

bply to their given purpose for using Generative

6.1 K consists of a range of legislation applying to
nd includes the UK GDPR, the Data Protection

Act 2 Electronic Communications Regulations 2003.

6.2 telligence” are not currently defined in data
personal data is used with Al, the law applies.
cluding development, deployment, and use. In
a used for Generative Al may include personal

| tool may be subsequently used to process

6.3 may be “controllers”, “processors”, or “joint
onal data in conjunction with Generative Al, it is
h of these capacities you are acting, as different

each case.

6.4 brinciples with which any party handling personal

| data must be:

irly, and in a transparent manner in relation to
bCts”);

explicit, and legitimate purposes and not further
er that is incompatible with those purposes.
Dr archiving purposes in the public interest,
research purposes, or statistical purposes shall
incompatible with the initial purposes;

d limited to what is necessary in relation to the
b processed,;

necessary, kept up to date. Every reasonable
b ensure that personal data that is inaccurate,
purposes for which it is processed, is erased or
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brmits identification of data subjects for no longer
the purposes for which the personal data is
ata may be stored for longer periods insofar as
be processed solely for archiving purposes in the
ic or historical research purposes, or statistical
mplementation of the appropriate technical and
res required by the UK GDPR in order to
d freedoms of data subjects; and

f) ner that ensures appropriate security of the
ng protection against unauthorised or unlawful
5t accidental loss, destruction, or damage, using
br organisational measures.

6.5 Whe tool that has been trained with personal data
and/q ata using a Generative Al tool, users must first
ensu tand, and follow the Company’s Data Protection
Polic or terms and conditions) and privacy policy for
that ¢

6.6 The ion Policy applies to all uses of personal data
withi of the Company. It sets out the Company’s
oblig ollection, processing, transfer, storage, and
dispq hen using personal data in conjunction with
Geng s and principles set out in the Data Protection
Polic times by the Company, its employees, agents,
cont orking on behalf of the Company.

6.7 The Id be asked whenever Generative Al is used to
procq ull details, users must refer to the Company’s
Data
a) you be relying on for processing the personal

the Data Protection Policy and, if appropriate,
 Interests Assessment.)

b) the capacity of a controller, joint controller, or
er training Al using personal data will likely be a
of Generative Al developed by another party,
bntroller, joint controller, or processor. Please
ta Protection Officer] OR [<<insert name or
rt contact details>>, for further assistance.)

c) Data Protection Impact Assessment? (See Part
ection Policy and use the appropriate Data
bssment form.)

d) a subjects be kept informed, and transparency
of the Data Protection Policy and Part 12 of this
ompany’s Privacy Policy may also need to be

e) be mitigated? (See Parts 12 and 25 — 30 of the

on security; Part 32 of the Data Protection
es; the Company’s IT Security, Data Handling,
licies; the Company’s Data Breach Policy; and
security.)

f) g be kept limited and relevant? (See Part 9 of

© Simply-Docs — BS.Al.01
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ith requests made by individuals to exercise their
subject access requests)? (See Parts 5, 16, 17,
the Data Protection Policy; the Company’s Data
; and the Company’s Data Subject Access
pcedure.)

erative Al to make solely automated decisions
similar significant effects? (See Part 22 of the

)

y fully understand how the Generative Al tool
ing any personal data. If the Generative Al adds
ta and/or shares that data with third parties,
conjunction with that Generative Al tool [without
of <<insert relevant parties, name(s) and/or
ird party from whom the personal data has been
oses for which the personal data was obtained
ssing and sharing, and the information provided

6.8

6.9
6.10

irements, or guidelines as required>>.]

incorporates confidential information and/or
ted by intellectual property rights, the provisions
may also apply.

6.11 onal data or data protection law, including those
buts into a Generative Al tool, or in outputs
should be referred to <<insert name or

t details>>.

7. Confidenti

7.1 “Con efined by the Company as the information which
[ hition(s)>>, any information designated by the
any other information as follows:

| or proprietary information relating to:
business, customers, clients, or suppliers;

operations, processes, product information,
now-how, or technical information; and

ata, analysis, or findings derived from such
n.

7.2 information set out above shall also apply to
nature which is received from third parties and
for example, confidential information which is
hgreement, which may also incorporate further

information).

7.3 nformation set out above shall apply whether or
is of a commercially (or other) sensitive nature,

tangible form the confidential information exists

7.4 information in conjunction with a Generative Al
y specific policies or the terms of any specific
e agreements) which apply to that confidential
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7.5

7.6
7.7

7.8

8.1

8.2

8.3

8.4

8.5

8.6
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or contract prohibits the use of the confidential
er, it must not be used in conjunction with

y fully understand how the Generative Al tool
nputting any confidential information. If the
data to its training data and/or shares that data
information must not be used in conjunction with
hout the express written consent of <<insert
s)>> and/or any third party from whom the
ben obtained].

irements, or guidelines as required>>.]

ion also incorporates personal data and/or
ted by intellectual property rights, the provisions
may also apply.

dential information, whether in relation to training
Al tool, or in outputs produced by Generative Al
sert name or department>>, <<insert contact

s apply to users of Generative Al for Company-
pany-owned or Company-issued devices, or in
hre provided by the Company. When using
edures and principles set out in these policies

JOR[]
as required>>.

of this Policy, Generative Al tools [and new
hluated and approved in accordance with Part 4

the use of personal data in conjunction with
ce only in accordance with the principles and
pmpany’s Data Protection Policy, and applicable

e use of confidential information in conjunction
place only in accordance with the principles and
only where (and to the extent) permitted by
ts.

0ols must be restricted using unique usernames
ust be strong passwords, using a combination of
s, humbers [, and special characters]. [Where
cation methods shall also be used.]]

bd to use Generative Al for Company-related
-owned or Company-issued devices, or in

8



8.7

b provided by the Company must not be given
orised users [without prior written approval from
>> <<insert contact details>>], whether those
Company, agents, contractors, or other parties
bany.

td information should not be input into any

Type of Data

Reason

<<insert type of seg

<<insert brief explanation>>

<<add further items

<<add further items as required>>

9.1

9.2

9.3

9.4

9.5
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irements, or guidelines as required>>.]

urity should be referred to <<insert name or
t details>>.

, the term “intellectual property rights” means
opyright and related rights, [moral rights,] trade
ess hames, domain names, rights in get-up and
e right to passing off actions, design rights,
Sisting in software,] rights to use confidential
otect the same, and any and all other intellectual
ered or unregistered, including applications and
pranted) renewals or extensions of, and rights to
rights and any and all equivalent rights or other
now or in the future anywhere in the world.

used to create a wide range of works in which
psist. Similarly, its training data may incorporate
b protected by intellectual property rights and, in

N pre-existing training data will generate outputs
bssed by its internal algorithms. Generative Al
ta that is protected by intellectual property rights
ts in works such as text, images, photographs,
oduce outputs that incorporate that training data
or lesser degree. It is therefore important to be
d, of the status of intellectual property ownership
ata, and the existence and terms of the licences

provide references for materials in its training
d remain aware of this at all times when using
Id not assume that the training data used has
s such licenses are documented and available.
proval process for new Generative Al tools and
of this Policy, the training data will be evaluated,
exercise due diligence.

ive Al must, where applicable, be reviewed and
by [<<insert name(s)>>] AND/OR [<<insert

9



sert department(s)>>] for compliance with any
it is not clear that the training data is correctly
bs not infringe the intellectual property rights of a
 modified to make it non-infringing or deleted, as

9.6 conducted under Part 9.5, outputs produced by
purposes>> shall be regularly reviewed on a
py [<<insert name(s)>>] AND/OR [<<insert
Sert department(s)>>]. In the event that it is not
b correctly licenced or that the output does not
y rights of a third party, and the output has been
to other parties or integrated into other work),
en to amend the output to make it non-infringing

Il the output and to inform any party to whom it

9.7 al property rights in the outputs produced by
one Generative Al tool to another and users
nderstand, and follow the terms of use (or terms
pther documentation relating to a particular
here the user of a particular Generative Al tool
rk, the Company shall be the owner of all works
I shall require contractors to assign or licence

he terms of the contract between the Company

9.8 5 and conditions) of a particular Generative Al
labelling, acknowledgement, or reference be

ust ensure that those requirements are followed.

9.9 by fully understand how the Generative Al uses
any information or content that is protected by
he Generative Al adds input data to its training
with third parties, such information or content
tion with that Generative Al unless it is clearly
nless the express written consent of <<insert
s)>> and/or any third party from whom the

bn obtained].
9.10
9.11

irements, or guidelines as required>>.]

bwnership of intellectual property rights, whether
Generative Al tool, or in outputs produced by
red to <<insert name or department>>, <<insert

10. Identifying Dutputs

10.1 DN pre-existing training data will generate outputs
sed by its internal algorithms. As a result, biases

puld also be present in outputs produced by that

10.2 provide references for materials in its training
H remain aware of this at all times when using

Id never assume that an output is unbiased or

© Simply-Docs — BS.Al.01 10



10.3

10.4

10.5

ive Al tools must, where applicable, be reviewed
er use by the user [and by [<<insert name(s)>>]
>>] AND/OR [<<insert department(s)>>]] using
ative sources as would be used when carrying
se of Generative Al. In the event that biases or
t, outputs must be amended and corrected as

conducted under Part 10.3, outputs produced by
purposes>> shall be regularly reviewed on a
py [<<insert name(s)>>] AND/OR [<<insert
bert department(s)>>]. In the event that biases or
huently identified in outputs that have been used
other parties or integrated into other work),
aken to amend and correct the output and to
s been distributed.]

Siderations and requirements, where applicable,
ies may apply to the use of Generative Al,
ias is present:

Policy[.] OR [;]
as required>>.

irements, or guidelines as required>>.]

11. Verifying Af

11.2

11.3

11.4

11.5

© Simply-Docs — BS.Al.01

DN pre-existing training data will generate outputs
essed by its internal algorithms. As a result,
raining data could also be present in outputs
b Al. For example, the training data could be
point in time.

provide references for materials in its training
d remain aware of this at all times when using
er assume that an output is correct.

ive Al must, where applicable, be reviewed and
d by [<<insert name(s)>>] AND/OR [<<insert
sert department(s)>>] using reliable and up-to-
ould be used when carrying out similar tasks
b Al. In the event that inaccuracies are present,
| corrected as appropriate.

conducted under Part 11.3, outputs produced by
purposes>> shall be regularly reviewed on a
by [<<insert name(s)>>] AND/OR [<<insert
insert department(s)>>]. In the event that
ly identified in outputs that have been used
other parties or integrated into other work),
aken to amend and correct the output and to
s been distributed.]

irements, or guidelines as required>>.]
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12. Transparen

12.1  All c(q
the fq

13. Training

Training

<<insert descriptio

of  training
module>>

co

<<add further

required>>

trg

13.2

14. Reporting

14.1

15. Implementa

This Policy

© Simply-Docs — BS.Al.01

erative Al tools must be labelled as such [using
ormat/example>>].

) Generative Al is shared with a third party
to, [clients] OR [customers], contractors, or
hard copy) the following information must be
le format, appropriate to the content:

quired>>;

information as required>>.

Al shall receive [initial] AND/OR [<<insert
blication of this Policy and the safe, responsible,
Al as follows:

Dates or Frequency

ame(s) and/or | <<insert date(s) or frequency
)>> of training>>

er training as | <<add further training as
required>>

e Al tools for any for Company-related activities,
ompany-issued devices, or in conjunction with
ompany, until they have completed the relevant

Referring Questions

(suspected or actual; intentional or accidental),
se, or questions relating to topics including, but
y this Policy should be referred to one or more of
ate:

er: <<insert name of data protection officer>>,

5>>:]

rt name of IT manager>>, <<insert contact

ad: <<insert name of Legal department head>>,

5>> ]

brt name of HR manager>>, <<insert contact

as required>>.]

e as of <<insert date>>. No part of this Policy
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shall have rg

this date.

This Policy has bee

Name:
Position:
Date:
Due for Review by,

Signature:
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