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THIS AGREEMENT is made the

BETWEEN:

(1)

<<Name of Data Controlle
under number <<Compan
[of] <<insert Address>> (“

ed in <<Country of Registration>>
whose registered office is at] OR

(2) <<Name of Data Processo ed in <<Country of Registration>>
under number <<Compan whose registered office is at] OR
[of] <<insert Address>> (“H

WHEREAS:

(2) [Under a written agreemse pntroller and the Data Processor
dated <<insert date>> (“th e Data Processor provides to the
Data Controller] OR [Thd time to time engages the Data
Processor to provide to the ices described in Schedule 1.

(2) The provision of the Serv| 5Sor involves it in processing the
Personal Data described i the Data Controller.

3) Under Article 28(3) of the n of the General Data Protection
Regulation ((EU) 2016/679 Data Controller is required to put in
place an agreement in w Controller and any organisation
which processes persong overning the processing of that
personal data.

(4) The Parties have agreed t bnt to ensure compliance with the
said provisions of the UK ( ocessing of the Personal Data by
the Data Processor for the

(5) The terms of this Agreemg pcessing of Personal Data carried

IT IS AGREED as follows:

1.
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out for the Data Controller
Data Processor in relation

d to all Personal Data held by the

Definitions and Interpretd

1.1 In this Agreement
expressions have t

itherwise requires, the following

“Commissioner” pn Commiissioner (as defined in

PR and section 114 Data

“Controller” ngs given to the term “controller”
UK GDPR and section 6 of the

P018;



“Data Protection
Legislation”

“Data Subject”

“Personal Data”

“Personal Data Breach”

“Processor”

“processing”,
“process”,
“processed”,
“processes”

“Services”

“UK GDPR”

1.2

1.2.1 “writing”, an
communicat
similar mea
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Unless the context

legislation in force from time to
gdom applicable to data

y including, but not limited to, the
Protection Act 2018 (and
reunder); and the Privacy and
ations Regulations 2003 as

br identifiable living individual to
relates;

bn relating to an identified or
idual; an identified or identifiable
e who can be identified, directly or
r by reference to an identifier
dentification number, location

fier, or to one or more factors

al, physiological, genetic, mental,
r social identity of the individual,

pcurity leading to the accidental or
loss, alteration, unauthorised

bsSs to, Personal Data transmitted,
Processed;

bgal person, public authority,
y which processes Personal Data
ller;

or set of operations which is

al Data or on sets of Personal

by automated means, such as
organisation, structuring, storage,
pn, retrieval, consultation, use,
ission, dissemination or otherwise
hjnment or combination, restriction,
n;

bs] AND/OR [facilities] described
are provided by the Processor to
ich the Controller uses for the

in Schedule 1; and

U) 2016/679 General Data

as it forms part of the law of
Scotland, and Northern Ireland by
the European Union (Withdrawal)
ed by the Data Protection, Privacy
unications (Amendments etc.)

5 2019.

reference in this Agreement to:

on, includes a reference to any
ic or facsimile transmission or



1.2.2 a statute or

is a reference to that statute or

provision as At the relevant time;
1.2.3 “this Agree this Agreement and each of the
Schedules a ted at the relevant time;

1.2.4 a Schedule ement; and

1.2.5 a Clause or, e to a Clause of this Agreement

1.2.6 a"Party" or

1.3 The headings used

no effect upon the i bment.

1.4  Words imparting the

15 References to any bther gender.

1.6 References to pers( ions.

2. Scope and Application of

2.1 The provisions of t
Data described in
and to all Person
processing, whethe
or received afterwa

2.2 Schedule 2 describ
Data Subiject, the n
such processing, a

2.3 Subject to sub-Cla
Service Agreement
Definitions and inte
the interpretation of

ocessing.

2.4  The provisions of
understanding, or
Agreement] made
Data.

2.5 This Agreement s
Processor is procq
thereafter as provid

3. Provision of the Services al Data

3.1 The Controller shal
remain responsible
Legislation includin
and obtaining any
instructions given tg

3.2 The Processor sha
received from the G

3.2.1 for the purpq
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jraph of the relevant Schedule.
parties to this Agreement.
r convenience only and shall have

clude the plural and vice versa.

to the processing of the Personal
br the Controller by the Processor,
rocessor in relation to all such
eld at the date of this Agreement

al Data, category or categories of
b be carried out, the purpose(s) of

t is subject to the terms of the
pted into the Service Agreement.
Service Agreement shall apply to

brsede any other arrangement,
but not limited to, the Service
any time relating to the Personal

e and effect for so long as the
bn behalf of the Controller, and

sonal Data and shall, at all times,
ations under the Data Protection
iding any and all required notices
s, and for the written processing

s and process the Personal Data

d not for any other purpose;



Data Protection Complia

4.1

4.2

4.3

4.4

4.5

4.6

4.7

4.8

4.9
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3.2.2 to the exte
purposes; a

3.2.3 strictly in
instructions
instructions
Controller to

as is strictly necessary for those

press written authorisation and
may be specific instructions or
br as otherwise notified by the

the Processor shall be made in
bliance with the Data Protection
such written instructions from the
I by law to do otherwise (as per

All instructions giv¢
writing and shall 4
Legislation. The Prq
Controller unless t
Article 29 of the UK

The Processor shg any request from the Controller
requiring the Proces Helete, or otherwise dispose of the
Personal Data, or td y any unauthorised processing.

Data to the Controller on the
mes, and in compliance with, the

The Processor sh
Controller’s reques
Controller’s written

Both Parties shall G
shall not perform
agreement or arran
to breach any of
Legislation.

e Data Protection Legislation and
this Agreement or any other
such way as to cause either Party
ons under the Data Protection

and undertakes that the Personal
egislation in all respects including,
. and processing, and that the
ppropriate consents and notices to
ta to the Processor.

The Controller herg
Data shall comply
but not limited to
Controller has in pl
enable the lawful tra

The Processor agrf
the Controller to
satisfactorily perfor
any best practice g

easonable measures required by
jons under this Agreement are
e Data Protection Legislation and
mmissioner.

The Processor sh
cost)] to the Cont
Protection Legisla
notification of Pers(
assessments, and i
the purposes of th
Processor’s proces

e assistance [(at the Controller’s
its obligations under the Data
he security of processing, the
conduct of data protection impact
issioner. What is reasonable, for
ake account of the nature of the
hvailable to the Processor.

The Processor shal
the Data Protectio
the Services or of it

L timely manner of any changes to
Hversely affect its performance of
greement.

When processing t If of the Controller, the Processor

shall:

4.9.1 not transfer

e the United Kingdom without the
prior written :



4.9.2

4.9.3

49.4

4.9.5

4.9.6

4.9.7

4.9.8

4.9.9
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not transfer
written cons
Personal D43
suitable agrg

hta to any third party without the
in the event of such consent, the
strictly subject to the terms of a
se 11;

e extent, and in such manner, as
its obligations to the Controller or
case, the Processor shall inform
bnt in question before processing
nless prohibited from doing so by

process the
is necessar
as may be
the Controllg
the Persona
law);

implement and organisational measures,
including thg e 3, and take all steps necessary
to protect t nst accidental, unauthorised, or
unlawful pr| ying, modification, reproduction,
display, or d bl Data, and against its accidental
or unlawful ion, disclosure, or damage. The

Processor S
such measu

br in advance of any changes to

implement

el of security proportionate to the
risks involve, :

e:

a) the p ryption of Personal Data;
b) the pngoing confidentiality, integrity,
avails rocessing systems and services;

C) the & pbility and access to the Personal
Data e event of a physical or technical

incidg
d) a prqg g, assessing, and evaluating the
effec nd organisational measures for

ensu ocessing;
if so request | within the timescales required by
the Controllg Df the technical and organisational

systems in |
and to prevg

ecurity of the Personal Data held

keep compl
processing
demonstratg
Protection L

|s and information concerning all
the Personal Data in order to
this Agreement and the Data

make availag y and all such information as is
reasonably to demonstrate the Processor’s
compliance egislation;

on [at least s'l OR [reasonable] prior notice,
submit to a d provide the Controller with any

information order to assess and verify
compliance his Agreement and both Parties’
compliance f the Data Protection Legislation.
The require ot apply if the Controller believes

that the Pro
Agreement (

any of its obligations under this



Data Subject Requests,

5.1

5.2

5.3

54

5.5

5.6
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4.9.10 inform the ¢ it is asked to do anything that
infringes the on.

1 Personal Data Breaches

The Processor sh
complying with its
particular, the pro
Subjects to exercis
requests), informati
Commissioner ung
Personal Data Brea

5 cost,] assist the Controller in
Data Protection Legislation. In
shall apply to requests by Data
but not limited to, subject access
s served on the Controller by the
bn  Legislation, complaints, and

The Processor shal ediately in writing if it receives:

5.2.1 arequest frg cise their rights; or

5.2.2 any other c(
processing
the Data Prd

The Processor sh b cost,] cooperate fully with the
Controller and assi to any Data Subject request, or
other complaint, no pquest, including by:

ication, or request relating to the
to either Party’s compliance with

5.3.1 providing t
communicat

5.3.2 providing thé
with a reque

5.3.3 providing th¢
Data Subjec

5.3.4 providing th
Controller.

Hetails of the complaint, notice,

and assistance in order to comply

sonal Data it holds in relation to a
bquired by the Controller); and

her information requested by the

The Processor sha
any other third part
as required by law.

al Data to any Data Subject or to
so by the Controller in writing, or

The Processor sha
any form of Perso
processing, loss o
Personal Data.

mediately if it becomes aware of
ng any unauthorised or unlawful
0, or destruction of any of the

If an event of the ty lause 5.5 occurs:

5.6.1 Where recq
Processor S
expense].

Personal Data is possible, the
as soon as possible [at its own

5.6.2 The Proces delay [and at its own expense],
also provide to the Controller:

a) a de;j the event, including the category
or ¢ Data affected, the approximate
numi rds and Data Subjects involved;

b) the li b event; and



6. Staff [and Data Protectio

6.1

6.2

6.3

6.2
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C) a de 5 that have been taken or will be

take hose to mitigate potential adverse

effec
5.6.3 The Process own expense,] all reasonable co-
ordination, stance to the Controller in the

Controller’s

5.6.4 The Process
Controller’'s

5.6.5 The Controll t to determine whether to provide
notice of th bjects, the Commissioner, other
applicable rg nt authorities, or other parties, as

of the event.

ird parties of the event without the
unless required to do so by law.

required by Controller’s discretion.
5.6.6 The Control ght to determine whether to offer
any form of Subjects.

5.6.7 [Where the
assistance
requirement
the event 4
negligence,
the Controllg

5.6.8 The Process
and/or provi
reimburse t
Controller
notices and

to take action and/or provide
nder this sub-Clause 5.6, the
br such expenses shall not apply if
er's specific written instructions,
of this Agreement. In such cases,
sonable expenses.]

aking the abovementioned actions
[l assistance at its own expense,]
able expenses incurred by the
event, including the costs of any

The Processor shd
process any of the |

bnnel who are to access and/or

re of the Personal Data and be
b and confidentiality requirements,

6.1.1 be informed
bound by cg
as per sub-Q

6.1.2 be given ap b Data Protection Legislation and

how their jok affected by it; and
6.1.3 be made a ssor's duties, and their personal
duties and ¢ ta Protection Legislation and this

Agreement.

[The Controller ha
Article 37 of the U
data protection offig

ection officer in accordance with
are as follows: <<insert name of
btails>>.]

bction officer in accordance with
the details of the data protection
ement of the processing.]

[The Processor s
Article 37 of the UK
officer to the Contrg

a) OR

[The Processor ha
Article 37 of the U
data protection offig

ection officer in accordance with
are as follows: <<insert name of
btails>>.]



7. Warranties

7.1

7.2

8. Liability and Indemnity

8.1

8.2
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The Processor war

7.1.1 its employe
persons acq
behalf are 3
Data Protec

jents, and any other person or
andling the Personal Data on its
respect to compliance with the

7.1.2 it, and any (g
compliance
applicable la

7.1.3 nothing, in
prevents it f

7.1.4 it will tak
organisation

will process the Personal Data in
Legislation and any and all other
Is, and similar instruments;

the Data Protection Legislation
S,

proportionate technical and
the accidental, unauthorised, or
Data and the loss of or damage to
the Personal security appropriate in light of:

a) the p bm such an event;

b) then a in question;

C) the comply with all applicable Data
Prot elevant policies and procedures.

hat the Processor's use of the
s and as specifically instructed by
tection Legislation.

The Controller wa
Personal Data in itg
the Controller shall

The Controller shal
the Processor in reg
loss, expense (incl
and client basis),
agreed to be paid b

indemnify (and keep indemnified)
, proceeding, liability, cost, claim,
ees and payments on a solicitor
ncurred by, awarded against, or
lirectly or in connection with:

8.1.1 any non-co roller with the Data Protection

Legislation;

Processor in accordance with

8.1.2 any proces! :
that infringe the Data Protection

instructions
Legislation;

igations under this Agreement,

b) except to th or is liable under sub-Clause 8.2.

The Processor sha
the Controller in req
loss, expense (incl
and client basis),
agreed to be paid |
Processor’s proces

8.2.1 only to the ¢
or non-comj
or the Data |

indemnify (and keep indemnified)
, proceeding, liability, cost, claim,
ees and payments on a solicitor
ncurred by, awarded against, or
directly or in connection with the
bject to this Agreement:

ts from the Processor’s breach of,
ent, the Controller’s instructions,



10.

11.
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8.2.2 nottothee
of this Agredq

8.3 The Controller shall
paid in compensatig
that the Controller i

8.4 Nothing in this Agrd
Party of, or otherwis
for any other bre
Protection Legislati
it shall remain sub
operate fully therq
obligations as a Prg
subject to the fines
Data Protection Led

are contributed to, by any breach

pack from the Processor any sums
Spect of any damage to the extent
Processor under sub-Clause 8.1.

this Clause 8) shall relieve either
ther Party to any Data Subject, or
ect obligations under the Data
cessor hereby acknowledges that
the Commissioner and shall co-
that failure to comply with its
rotection Legislation may render it
ation requirements set out in the

Intellectual Property Rig

All copyright, database rig
Data (including but not li
Personal Data made by
Controller or to any othe
obtained the Personal Datg
where applicable). The Prq
term of the Service Agree
accordance with this Agree

al property rights in the Personal
endments, or adaptations to the
e Processor) shall belong to the
from whom the Controller has
, but not limited to, Data Subjects,
b such Personal Data only [for the
of providing the Services, and in

Confidentiality

10.1 The Processor sh
particular, unless t
do so, the Process
Processor by, for,
Processor shall not
it by the Controlle
Services to the Co

10.2 The Processor shi
process any of th
Personal Data conf

al Data in confidence, and in
ritten consent for the Processor to
y Personal Data supplied to the
ontroller to any third party. The
b of any Personal Data supplied to
ection with the provision of the

bnnel who are to access and/or
ontractually obliged to keep the

10.3 The obligations se
<<insert period>>
Processor to the Cd

10.4 Nothing in this Agré
requirement to disg
law. In such cases,
the disclosure req
prohibited by law.

10 shall continue for a period of
he provision of Services by the

er Party from complying with any
re such disclosure is required by
lose shall notify the other Party of
psure, unless such notification is

Subcontractors

11.1 The Processor shal
Agreement without

its obligations or rights under this
of the Controller.

10



11.2 If the Processor a
Controller), the Prog

11.2.1 enter into 4
impose upo
upon the Prq
Processor a

11.2.2 ensure that
that agreem

(with the written consent of the

h the subcontractor which shall
same obligations as are imposed
nt and which shall permit both the
ce those obligations;

ies fully with its obligations under
on Legislation;

11.2.3 maintain ¢ bnal Data transferred to the
subcontractg

5sor and the subcontractor shall
termination or expiry of this

11.2.4 the agreem
terminate
Agreement fi

11.3 In the event that a
agreement, the Pro
meet its obligations

11.4 The Provider shall
that is in the posseq

bet its obligations under any such
iable to the Controller for failing to

ol legally over any Personal Data
rolled by its subcontractors.

12. Deletion and/or Disposal

est of the Controller, delete or
return it to the Controller in the
ntroller within a reasonable time

12.1 The Processor sh
otherwise dispose
format(s) reasonab
after the earlier of t

12.1.1 the end of t
or

bs [under the Service Agreement];

12.1.2 the process
required for
Agreement]

a by the Processor is no longer
rocessor’s obligations under [this
reement].

of the Personal Data under sub-
otherwise dispose of all further
nless retention of such copies is
sor shall inform the Controller of

12.2 Following the delet
Clause 12.1, the H
copies of the Persq
required by law, in
such requirement(s

12.3 All Personal Data f
deleted or dispose
method(s)>>.

of under this Agreement shall be
ethod(s): <<insert description of

13. [Consideration

jreement in consideration of the
bsor hereby acknowledges.]

The Processor accepts t
payment of £1 from the Co

14. Law and Jurisdiction

14.1  This Agreement (in
therefrom or assodq
accordance with, th

al matters and obligations arising
b governed by, and construed in
ales.
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14.2 Any dispute, contro
this Agreement (in
therefrom or associ
of England and Wa

im between the Parties relating to
al matters and obligations arising
ithin the jurisdiction of the courts

SIGNED for and on behalf of the

<<Name and Title of person signi

Authorised Signature

Date:

SIGNED for and on behalf of the
<<Name and Title of person signi

Authorised Signature

Date:
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Services

<<Insert a description of the Servif
Agreement, where relevant)>>.
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pssor (under the Service

13



Personal Data

Type of Personal Data

Cateq
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SCHEDULE 2

ature of Processing
arried Out

Purpose(s) of Processing

Duration of Processing

14




Technical and Organisational D3
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The following are the tech
to in Clause 4:

Hata protection measures referred

Personal Data it receives from or
security measures to a standard

The Processor shall ensu
processes on behalf of thg
appropriate to:

1.1 the harm that mig
accidental loss, dal

1.2 the nature of the Pqg

or unauthorised processing or
e Personal Data; and

In particular, the Processo
2.1 have in place, and ( licy which:
2.1.1 defines sec k assessment;

2.1.2 allocates r¢
individual [

enting the policy to a specific
pr's data protection officer)] or

personnel;

2.1.3 is provided pefore the commencement of this
Agreement;

2.1.4 is dissemina nd

2.1.5 provides a ind review.

2.2  ensure that approp and virus protection are in place
to protect the hard s used in processing the Personal

Data in accordance e;
2.3 prevent unauthorise Data;

24 protect the Persona
practical to do so;

isation and encryption, where it is

2.5 ensure that its stor;
such that the med
records and record
access by personne

nforms with best industry practice
pata is recorded (including paper
re stored in secure locations and
tly monitored and controlled;

sfer of Personal Data whether in
brs rather than post) or electronic
encryption>> encryption);

2.6 have secure methg
physical form (for ¢
form (for example, &

evices on which Personal Data is
re (<<describe requirements, e.g.
ters etc.>>), and that passwords

2.7 password protect a
stored, ensuring tha
upper and lower-ca
are not shared undé

2.8 [not allow the stora
laptops or tablets u

A on any mobile devices such as
bpt on its premises at all times;]

2.9 take reasonable std
to the Personal Dat

ity of personnel who have access

15



2.10

2.11

2.12

2.13

2.14
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have in place met
(including loss, da

2.10.1 the ability t
Personal Da

Healing with breaches of security
rsonal Data) including:

luals have worked with specific

for investigating and remedying
Slation; and

2.10.2 having a pr
breaches of

2.10.3 notifying th4
occurs.

on as any such security breach

have a secure prg all electronic Personal Data and

storing back-ups se

have a secure met
back-ups, disks, pri

inted Personal Data including for
uipment; [and)]

nd technological processes and
th the requirements of ISO/IEC
provided to the Controller[; and]

adopt such organ
procedures as are
27001:2013, as ap
OR[]

[<<insert additional

16



